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ABSTRACT

Cyber defense exercise should require training on the latest cyber attacks and have a similar process to defense cyber
attacks. In addition, it is also important to train on cyber resilience that can perform normal tasks or support equivalent
tasks regardless of cyber attacks. In this paper, we proposed and developed a cyber range that can strengthen the elements
of cyber resilience by performing cyber defense exercise in real time based on the cyber crisis alert issued when a cyber
attack occurs in Korea. When BLUE, YELLOW, ORANGE, and RED warnings are issued according to the cyber crisis, our
system performs proactive response, real time response, and post response according to the alarm. It can improve trainee’s
capability to respond to cyber threats by performing cyber defense exercise in a cyber crisis environment similar to the
actual situation of Korea.
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(TEAM ROLE)

- Red : Manual, Automated

- Blue : Manual, Automated

- Green : ENVIRONMENT Development, Monitoring
- White : SCENARIO Injection, Scoring, Assessment

OPERATION

EXERCISE

(SITUATION)
- CTF, Live-Fire

- Offense, Defense, Prevention, Forensic
- Manual, Automated

SCENARIO

PREPARATION

(TECHNOLOGY)

- Emulation, Simulation

- Physical System, Virtualization
- Cloud : Private, Public

- Target : Wired, SCADA, loT, ...

ENVIRONMENT

S —

Fig. 1. Elements of cyber range
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Protect . .
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Recover .
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Fig. 2. Cyber range for cyber defense exercise based on cyber crisis alert
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REAL TIME RESPONSE

POST RESPONSE

(Identify, Protect) | (Detect, Protect, Respond, Recover) (Detect)
GREEN —H BLUE ——> YELLOW —— > ORANGE ——> RED ALWAYS
Blue Team Blue Team Blue Team
(BT &N (BT

OFFENSE AREA(OA) INTERNET AREA(IA)

Attack systems in Generate normal web

e Detect vulnerabilities of
servers and prevent

defense area traffic malicious attack
e Detect malware in terminals
and prevent malicious
« attack
IPS
> Firewall y
Spamfilter
Check security configuration Web Firewall .
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Check network status § O .
Check computer security DB Server DB Server
system (IPS, Firewall, ...) g g
Web Mail
server  server
DEFENSE AREA(DA) Terminals

Investigate victim system
and collect malware
Analyze damage of victim
system

Fig. 3. Process of cyber defense exercise based on cyber crisis alert
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Table 2. Specification of scenarios of cyber
defense exercise
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